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1 Introduction

When a wireless device arrives in an area where there are some other wireless devices, how can
it discover them, communicate with them, use a service provided by one of them or provide itself a
new service? This is one of the main challenges of mobile ad-hoc networks. Therefore, in this work,
we consider mobile ad-hoc networks and we study discovery issues related to mobility. In this paper,
we proceed in two steps. First, we deal with service discovery issues based on a paper entitled “A
Classification of Service Discovery Protocols” [9]. Second, we do a bibliographic study about device
discovery systems.

In a device or service discovery, several steps have to be performed. First, the device has to discover
its neighbors, be discovered by them, and store information about them. Second, it has to maintain
these information. Then, it uses or proposes a service to the community.

2 Service discovery in MANets

2.1 Service description

Service discovery protocols need that a service description exists. Service description enables the
users to identify a specific service. The most used description format is the attribute-value structure.
For instance, in Bluetooth Service Discovery Protocol (SDP) [2], service information is contained
within a service record, which consists of a list of attributes. Many of the protocols use Extensible
Markup Language (XML) [18] to describe services. GSD [1] chooses DARPA Agent Markup Language
with Ontology Inference Language (DAML+OIL) [15].

2.2 Storage of service information

Information about available services depend on a storage system. In mobile ad-hoc networks,
storage may be non-existent, for example if the network is composed of resource-poor devices. The
most adapted storage system for a MANet is thus an unstructured distributed system. Indeed, in this
type of network, communication is based on broadcast and multicast mechanisms. Several methods
are used to obtain and maintain the service data:
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• service providers flood the network with service advertisements;

• clients flood the network with discovery messages;

• nodes cache the service advertisements;

• nodes overhear in the network traffic and cache the interesting data.

There are several examples of protocols in which every interested node maintains its own view of the
services and devices available in the network like GSD [1], or those described by Wu and Zitterbart
[17], or Varshavsky and al [14].

Another important issue is the complexity of the view that each device has to maintain. Contrary
to UPnP [4], GSD [1] allows each node to store the service descriptions available in a maximum
number of hops.

2.3 Search methods

In unstructured distributed storage systems, nodes have to manage themselves how to find ap-
propriate services (possibly by flooding). The more organized and distributed information is, the
less search effort is required, but a complex storage mechanism makes the information consistency
difficult to maintain. Therefore in very mobile networks flooding may be the only option for service
loockup. There are two ways to obtain information about services:

• Passive Discovery (or Push Model) - services or brokers announce or advertise their presence

• Active Discovery (or Pull Model) - an application needs information about services or brokers
and sends discovery messages

Most protocols implement both methods.

2.4 Maintenance

Maintenance is regarded as a permanent adjustment of the service information stored in nodes. In
a MANet, each node stores the service information it provides and it is interested in.
The maintenance against changes in service description has to be managed by advertising the service
with a different description. The nodes which have an older description can then update it and those
which do not have it yet are informed of the availability of this service.

The maintenance against topology changes is a real issue because of mobility. Protocols dealing
with this problem include Service Rings [7] and LANES [6]. Service Rings [7] groups together devices
that are both physically close to each other and offer similar services. LANES [6] groups together
devices into a lane where each node knows its predecessor and its successor in order to help routing
for sending messages.

2.5 Service selection

If several servers offer the same service, we have to determine which one is the most interesting to
use. It can be chosen by the user or by an optimisation algorithm implemented on the client side.
In the last case, a very important issue is the metric used to define the best offer. For instance,
Varshavsky and al [14] consider the hop count from the client to the server.

2.6 Service usage

After discovery, the client can use the selected service by connecting to the server. Commands
can be transmitted using Remote Procedure Call (RPC) like Java Remote Method Invocation (Java
RMI) [11] or Simple Object Access Protocol (SOAP) [13].
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2.7 Security and privacy

Security includes authentication, authorization, trust, confidentiality, integrity, non-repudiation
and privacy. All these terms are defined in RFC2828 [12]. In MANet, security is so important that
it has to be a part of the main design strategy. It is out of the scope of this work.

3 Device Discovery in MANets

3.1 Device Discovery Issues

3.1.1 Network volatility

In mobile ad-hoc networks, a node can become unreachable at any time because of mobility.
Anticipation systems can hardly exist so we must find what we have to consider to detect a soon
to happen disconnection. Signal power seems to be the most significant consideration because a low
signal power device will statistically become more quickly out of reach than a high power device.

3.1.2 Fault tolerance

A node can stop all communications at any time because of a critical system error. We have to
think about the way a node could make the difference between a node which has crashed and a node
which is out of reach. Elhadef, Boukerche and Elkadiki [3] propose to assign tasks to pairs of mobiles
and the outcomes of these are compared in order to diagnose the state of the wireless ad-hoc network.

3.1.3 Resource awareness

Mobile ad-hoc networks are most often composed of devices which have very heterogeneous re-
sources. Indeed, the devices can be computers, mobile-phones, sensors or even a mix of different
categories. Some protocols support integration of resource-poor devices. They usually delegate the
work load to additional devices. For instance, Splendor [19] uses proxies to achieve privacy for ser-
vice providers, offloading computational work and enabling mobile services to do authentication and
authorization easily.

3.2 Wireless networks technologies support and device discovery

3.2.1 Wireless technologies presentation

Bluetooth. In 1998, Ericsson, IBM, Intel, Motorola, Nokia and Toshiba formed a consortium and
adopted the code name Bluetooth for their proposed open specification. Bluetooth provides a way
to connect and exchange information between devices such as mobile phones, laptops, PCs, printers,
sensors via an unlicensed short-range radio frequency. It uses the microwave radio frequency spectrum
in the 2.4 GHz to 2.4835 GHz range.

Wi-Fi. Wi-Fi is a brand originally licensed by the Wi-Fi Alliance to describe the underlying tech-
nology of wireless local area networks (WLAN) based on the IEEE 802.11 specifications. It was
developed to be used for mobile computing devices in LANs. It uses both single carrier direct-
sequence spread spectrum and multi-carrier OFDM (Orthogonal Frequency Division Multiplexing)
radio technologies. It uses the same microwave radio frequency spectrum as Bluetooth.

3.2.2 Limitations wireless technologies

Bluetooth. The inquiry substrate has two 16-channel subsets called train. Ten milliseconds are
necessary for each train to complete. By specification, each train must be repeated 256 times in
order to allow sufficient time to collect all inquiry responses. The specification also stipulates that a
minimum of three train switches must occur, meaning that each train must be iterated twice. The
inquiry device runs two iterations of both trains, 256 times per iteration in order to ensure that all
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listening devices in range will be on a common frequency and in the inquiry scan subtrate during at
least one inquiry time slot. The resulting total is 10.24 seconds, as shown in Figure 1.

2 trains ∗ 2 iterations ∗ 256 times ∗ 0.01 seconds = 10.24 seconds

Figure 1: Minimum Time Required for Bluetooth Device Discovery

In a noisy or error-prone environment where both devices are on the same frequency at the same
time, packets transmitted may be corrupted therefore there is no guarantee of successful inquiry. In
such situations, the inquiry time may be much longer than the default time of 10.24 seconds.

In Bluetooth networks, nodes are necessarily masters or slaves. A master cannot have more than
7 active or 255 passive slaves. A piconet is a set of bluetooth devices which have the same master.
A slave can only communicate with the master so if the master gets out of the network, a slave has
to become the new master of the piconet.

Bluetooth has a short-range radio frequency, needs less power than Wi-Fi and allows a passive
listening mode.

Bluetooth security is handled by SAFER+ (Secure And Fast Encryption Routine). It was submit-
ted as a candidate for the Advanced Encryption Standard and has a block size of 128 bits. In the
Bluetooth standard, it is used for authentication and key generation.

Wi-Fi. Contrary to Bluetooth, Wi-Fi is an average range system, approximately 50 meters indoors
and 100 meters outdoors. However, Wi-Fi communication requires much more power. Security is
handled by keys. Wi-Fi networks using Wireless Equivalent Privacy (WEP) keys are not considered
as secure networks. Those using Wi-Fi Protected Access 2 (WPA2) keys cannot be broken today in
a reasonable time.

3.2.3 Solutions to make discovery more efficient

Decrease of Bluetooth inquiry time using IrDA. Spending 10.24 seconds to discover devices
that are in range is unacceptable in many situations. A solution has been proposed to accelerate
Bluetooth inquiry using IrDA [16]. In IrDA, device discoveries may use 1, 6, 8, or 16 time slots. Each
time slot must last at least 25 milliseconds, with each response beginning within 10 milliseconds and
completing within 70 milliseconds of the end of the packet sent by the device performing discovery.
The device discovery time is thus 1.12 seconds as shown in Figure 2.

16 timeslots ∗ 0.070 seconds = 1.12 seconds

Figure 2: Time Required for IrDA Device Discovery

Decrease of Bluetooth inquiry time with a synchronized round based algorithm. When
a given Bluetooth device is searching for other devices and services, it is not discoverable by other
devices. NEC Laboratories propose an algorithm [5] implemented at the application level to resolve
the Bluetooth discovery problem so that it can be efficiently used in a dynamic setting as required
by mobile p2p applications:

• the device performs a discovery,

• the device moves into a notification phase and informs its neighbors (which were discovered
within the current round) about the neighbors it has discovered,
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• the device moves into a receiving phase and collects information from its neighbors that are in
the notification phase and filters its set of “possible” neighbors using a “ping”.

This synchronized round based discovery algorithm performs significantly better than the random
waiting time algorithm. For example, with 3 devices, this algorithm needs only 1.26 inquiries (ap-
proximately 50 seconds) on average to find 3 other devices whereas the random waiting algorithm
needs 8.9 inquiries (approximately 150 seconds).

3.3 Building discovery paradigms based on the underlying technology

The underlying technology of discovery paradigms relies on suppositions. Thus, for example,
discovery with rendezvous relies on neighborhood awareness.

3.3.1 Discovery with rendezvous

The rendezvous algorithm allows two nodes to become connected with each other. An example of
a randomized rendezvous algorithm is given by Yves Metivier, Nesser Saheb and Akka Zemmari [10]
in Figure 3.

1. the node n selects one of its neighbors c(n) chosen at random;
2. the node n sends 1 to c(n);
3. the node n sends 0 to its neighbors different from c(n);
4. the node n receives messages from all its neighbors.
There is a rendezvous between n and c(n) if n receives 1 from c(n).

Figure 3: A randomized algorithm to obtain rendezvous

3.3.2 Discovery based on mobile agents

In order to collect or deliver information about the network, neighbors or services, we can use
mobile agents. A mobile agent moves from node to node and is executed on each node to do some
predefined operations. For example, it can deliver services advertisements to neighbors in a predefined
maximum number of hops and/or according to some specifications. Mobile agents systems need a
middleware executing on each node to receive and execute the mobile agents.

Tuples On The Air (TOTA) [8] is a middleware infrastructure explicitly conceived as a support
for distributed computing in dynamic network scenarios. The middleware propagates tuples across a
network on the basis of application-specific patterns and adaptively re-shapes the resulting distributed
structures accordingly to changes in the network scenario.

4 Conclusion

In this paper, we have presented some device and service discovery protocols and issues in mobile
ad-hoc networks. We have established the large diversity of non-compatible protocols. All discovery
protocols which have been presented are high-level protocols which rely on many suppositions about
the network. Furthermore, the underlying technology of wireless networks still has many deficiencies
like discovery time and radio frequency sharing conflicts. Therefore, it might be worth redefining
communication primitives in order not to depend on networks suppositions. This will be the future
direction of this work.
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