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Overlay networks for P2P' systems
Semi-decentralized systems

Decentralized systems
« Non-structured networks

» Structured networks

LLarge interaction networks
Common properties
INavigahle networks

Putting things together
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Opposed to the master-slave paradigm

A group of USers share a common space in a
decentralized manner, all playing the same role

Objectives:

Share data (music, movies, ete.)
Share resources: (computing facilities)

Functionalities:
Publish
Search
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INOI central senver
Self erganization
Usersi canijoin and leave the sysiem at any

fime
Fault-tolerance
Anonymity (7)
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Server
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Server (local)

@dly
IP
€ data?

User
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- Pro:
Quick acces
Enable sophisticated types ol reguest

» Con:
Expensive (computation and storage)
Bottleneck (high congestion)
Single poeint of fiailure
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Nodes ane connected by a logical everay,
network, deployed over the Internet

Link means U knews, the |IP@ of
Structure of the overlay:

INot structured:
o Nodes connect to arbitrary nodes

Structured:
o Nodes are connected to specific nodes
o In order toachieve a specific topology.
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- Pro:
Easy to iImplenment, and cheap!

» Con:

IHigh traific lead (i floeding)
INon exhaustive (I searehi Is bounded)
[RoUting IS hazaradous
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»  Principles:
et K be a metric space (e.g.,
ASSIgn allakel 1o every nede

janel
AssIgn a key o every resource
Key/
TThe resource 1 Is published at the nede uisuch
that label Key(iHpisrminimal:
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Connections:
Depends on
IREUGRIN-

()

X
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»  Key-based routing (Content Addressable
Networks)

»  Greedy routing to « at current node

NEIgNborS o
Let v be a node such that:

label
Route to
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» Node U aims at publishing resource
Node U computes key

Noede U tellsito the nede V. in eharge of i that It IS
storing

Node V' stores the IP@ of U In Its able

» Jlhe second phase Is based on the euting
procedure
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» Node U search for resource
Node U computes key

Node U asks the IP@s of nedes storng If toi the
node V. where i IS published

INode ' sends these IP@s to

» Jlhe second phase Is based on the euting
procedure
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» Node uleaves:
[Reallocation oif keys te U'si neIigninors
Upadaie connections: between U's neighioers

+ Node Ufjoins:

Connection toran entry poeint

Label computation: (hashi function:
label hash

Setling of U'siconnections
Reallocation off keys from Ur's, neighbors
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Structured networks are based on the
Distrieuteansashnhanie (DIENF) paradigm

Pro:
Fully distributed

LLow traiific and loadl balancing
Exhaustive search

Con:

TThe dynamics isi ai bit complex
Basic requests (key-based)
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- Design a dynamic network (I.e., nedes can
join and leave at thelr convenience) inwhich
fouting and updating are efficient.

» any soelutions, based on standard static
graph topologies
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Fast updates

Limited amount ofi control messages
— Small degree

Fast lookups
Shoit routes = small diameter

Balanced routing trafiic
INo hot spot
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Exp. degree = O(d)
Exp. diameter = O(d n/d)




Exp.degree = O(log n)

Exp. diameter = O(log n)




Exp. degree = O(1)

Exp. diameter = O(log n)




- |. Abraham, B. Awerbuch, Y. Azar, Y. Bartal,
D. Malkhi, E. Pavlov: A generic scheme for
building overlay networks in adversial
scenarios

- P. Fraigniaud, Ph. Gauron: D2B: a de Bruijn

Based Content-Addressable Network

- F. Kaashoek, D. Karger: Koorde: a simple
degree-optimal distributed hash table

- M. Naor, U. Wieder: Novel architectures for
P2P applications: the continuous-discrete
approach
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.« Based on the de Bruijn graph

- leasures:
HKEY Per node
Degree
LCength ol the reutes

Congestion

- Performances

IRrexpectation
Withrhigh prebalility/ (
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= Ibinary sequences ofi length &}

001 » 011

010 101

N

100 < 110

SN S
Cm\
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Label = binary sequence of length

» Key = binary sequence of length
— Up te Z"abels and keys

Il practice, set Or even

The key i Is stored by node x It and only: If
IS a prefix of .
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. et VIV, , DE @ binary sequences.

The set ISt al UnIVersal preix
Set Iifand only It, for any. infinite binary
seguence 5, there is one and only one

Which IS a prefix of

Example:

Remark: (£} where ¢ Is the empty sequence Is
a universal prefix set.

By construction, the set of hodes In D2B Is a
universal prefix set.
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Parents

Children
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A Joining node U contacts an entry point V. in
the network
Node U selects an mi-bit binary sequence

at random: its preliminany lanel

A request for join Is routed from V. to the
node w that Is in charge of key.
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labeled extends Its label

takes label

transiers to v all keys i such that
IS prefix of
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Divide X 1n Intervals, eachr containing
Keys.

Let X = #noedes in intervall Jistarting at
Bernoullli tralsiwithr proknability
Chermoelit beund:

—

— \W.h.p., there Is at least one noede in

— \W.h.p., a given node manages
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|I00KS for key

At most Kk hops to reach the node in charge of the key.
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— WLRLP., at most noedes In

— Y. manages at least keys
—

—
— W.h.p., a lookup route Is of length
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« WLR.p., degree = using similar
technigues: (expected degree )

» Congestion = proba that a node Is traversed

by ailookup from a randem nede (o a
randem key =
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Congestion
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s Communication networks
Internet
Ad hoc and Sensor networks

» Socletal networks

lhe Vel
P2P networks (the unstructured enes)

.+ Social network
Acquaintance
Viail exchanges

- Bilology, linguistics, etc.
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» | ow density

» “Small worla™ properties:
Average distance between twoernedes, is small, typically.

Ithe prokability o that two distinct neighlors Ul and U of
a same nede Vv are neighnors,is large.

= ClUSIENNg COETicIEnt

« “Scale free” properties:

iHeavy: tailed prokhability distrikbutionsi (e.g., of the
degrees)
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Example : human sizes

March 7, 2006

Example : salaries
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prob{ X=k } = k*
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» Random graphs (
low clusterning| coefficient
Gaussian distrbution ol the degrees

» |nteraction networks
[High clustering coefiicient
IHeavy/ tailed distribution of the degrees
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Why these networks share these
Properties?
VWhat model for
Periormance analysis of these NetWorks
Algorithm design for these networks

Impact of the measures?

Viore insights available at:
Rtp/WAWWIaiasuSSIEU /=l atapy/.
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Source person < (e.g., In Wichita)
Trarget person i (e.q., In Cambridge)
IName;, proiessional eccupation, city oi living,

elc.

|_etter transmitted via a chain ofi iIndividuals
related on a personal basis

[ResSUIE: Six degrees ol sepanation’
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» Jon Kleinberg (2000)

Why should there exist short chains of
acquaintancesilinking tegether aroitrary: pairs; o
Strangers?

Wy should arbitrary pairs of strangers; be able
1o 1ind short chains of acquaintances that link
[hemrtegether?
» In other words: how: te navigate in a small
Worlds?
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. Individuals as nodes of a graph

Edges ol & model relations between individuals
deducible frem thelr societal pesitions

» A number k of long|links” are added to &' at

random, according to the probability:
distribution

Long linksi moedellrelations between| individuals
that cannot be deduced from thelr societal
POSItieNS
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Source
Tlarget

Current nede »x selects among Its
neighboers the clesest to | In &, that Is
according to the distance function

Greedy routing| In augmented graphs aims
at modeling the routing| process periermed
by sociall entities in Milgram's experiment.

arch 7, 2006 P. Fraigniaud




-dimensional 1-node meshes
augmented with é=harmnenic links

prob(u—v) = 1/(log(n)*dist(u,v)¢)
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-dimensional mesh
pall centered at < ofi radius
sphere centered at x of radius
In d-dimensional meshes:

>, (1/dist(u,v)) = = [S(u,r)|/rd
=3 1/r=logn
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Expected #steps
to enter

dist(x,t)=r

For a current node % at distance 1 from ¢,

prob{x — B(t,72)} = 1/log n
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» Greedy routing perierms in
expected #steps In d-dimensionall meshes
augmented with % links: per' nede, chesen
according to the d-hamonic adistrbution.

INote: — expect. #steps

» Greedy routing Ini d-dimensional meshes
augmented with aili-harmonic distribution;
, Performs; in expected #steps.
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.« [wo-step greedy routing:
Coppersmith, Gamarnik, Svinidenko (2002)

o Percolation theory.

Vianku, Naor, Wieder (2004

o NoN routing

» Routing with partial knowledge:

Viartel, Nguyen; (2004)

o Non-oblivieus routing

Fraigniaud;, Gavolille, Paull (2004)
o Oblivieus routing
- [Decentralized routing:
l_elbhar, Schabanell (2004)

o O(log?n) expected #steps to find the route
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» Definition: Aninfinite family: & of graphs Is
navigable If there exist
an augmentation for every graph

a function

suchithat, for every i=nede graph
greedy routing| In pPeriorms in
expected #steps.
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» Bounded growini graphs

DENRILGRE

Duchon, Hanusse, Lebhar, Schabanel (2005)
» Bounded doubling dimension

Definition: every can be covered by at
most 2° balls ofi radius 1,

Slivkins (2005)

» Graphs of bounded trecwidth
Fraigniaud (2005)
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» lheoreni: Any family of graphs with
doubling dimension ISt navigable.

» Proof: Graphs are augmentead with

dist(U,V) =r
prob(u — v) = 1/[B(V,r)]
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« Remark: ~-dimensional n-node meshes

ale navigaple for any

» |-harmonic distribution on every: dinmension.
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Theorem (Fraigniauad, Lebhar, Lotker)
Let it such that

Any family: £ of graphs, containing all graphs
of doubling dimension at most ST Gt
naviganle.
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IS connected to all nodes
has doubling dimension
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. Large doubling| dimension i implies that
every nodes nas choices over

exponentially many: directions

> TThe underlying metric of . IS
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A Cayley graphi & is defined by ai pair
ISt al group:
ISia generating seti of

Representation off groups

Explicit construction of expanders
Examples:
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An augmentation; o) ofi a Cayley graph € is
Symmetric Iii for every

for any pair of nodes U and

o VY
/
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o Lemmea: for any augmentation 1 of &, there
exists a symmetric augmentation 1oF of
such that, for any: pair s,

(#step routing from & to i In
< (#step routing from % te V/in

o PIOOI:
= node of & choesen uniiormly: at random
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0,-1
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dir () = {
j

S| disadvantaged at node: Wi
prob(u —= dir (@)) = min., preb(u — dir, (aF))

[For a symmetric distribution, Ifi ¢ Is
disadvantaged at some node, then it is
disadvantaged at every node.

arch 7, 2006 P. Fraigniaud




//O Target t

Source s

At every step, probability to go in the right direction
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» |f time then treewidtn
. else next-slide
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Using Small World and Scale Free

Properties for the Design of
Overlay Networks in P2P Systems




. Context: unstructured overlay networks
.« Objeclive: create communities

» [RUle: keep connected tornedes with whom you
exchanged resources

« |mpact: the search time Is significantly reduced
(observed in, e.g., Gnutella)

 [Reason: acquaintances have highi clustering| coetr.,
thus resources you are interested in are close to
you Inj a network that maps the acquaintance
grapnh.
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Context: unstructured overlay networks with
power law: degree distripution

RuUle: High-degree-first search strategy
Every nede keeps track ofi the list of all the

lESources stored by Its neighbors
DES search visiting highidegree neighbors, first

Impact: sup-linear search time

Reason: well informed nodes are reached
rapidely
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s Nodes

joIn ene by ene, and initially’ connect to
aibitrary nodes

KEEp connected te nedes with wWhoem; they,

exchanged resournces
store the lists ofi their neighbors’ reseurces

periorm DES searchwith high-degree node
PriorLy
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P2P trace from elbonkey
The trace Is 255 leng
Invelves 46,202 peers and 542,204

feguests

Simulation of each (search) request:

Routing fron source to targets (there can be
many)

Update connections
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60 80
#copies
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Ring with k links chosen according
to the 1-harmonic distribution
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routing

SimaliVVoerld
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1<k<logn







o (GO O NP /AWWWA = PIEE

> Download

Peer-1e:-peer
o D2B: a de Bruijn Based Content-Addressable Network

o Combining the use of clustering and scale-free nature of user
exchanges into a simple and efficient P2P system

INavigable networks

o A New Perspective on the Small-World Phenomenon: Greedy
Routing ini Tree-Decomposed Graphs

o Eclecticism Shrinks Even Small Worlds

» And see the references therein
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