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® Hardware types (“atomic groups”)
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This talk: formalizing SAFE’s hardware tags
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Abstract Machine

Instruction memory (user)

instr = Instructions
Output output top of stack
Sub subtract
Push n push constant integer
Load indirect load from data memory
Store indirect store to data memory
Jump unconditional indirect jump
Bnzn conditional relative jump
Call indirect call
Ret return

13



t(n) = Sub

7 [n1@Ly, np@Lg, 0] naLy. N
i [(n1 — n2)e(L1VLz),0] n+laLy.

t(n) = Output
mQ@LyVLpe

p [maLy, o] naLy. > 1 [o] n+laLly.

t(n) = Pushm

p (o] neLpe — p[mel,o] n+leLp.
¢(n) = Load pn(p) = maLs

p [pely,o] neLye — p[maLiVLz,0] n+l1aLy.

t(n) = Store u(p) = kalLs LiVL,. < L3
pu(p)  (meL1VLaVLpe) = p'

p [paLi, meLs, o] naLye — w' [0] n+1@Lp.
t(n) = Jump

p [n'eLy, 0] neLye — u[o] n’e(L1VLy)
t(n) = Bnzk n=n+(m=0)1:k
p [meL;, 0] naeLye — p[o] n'@(L1VLpe)
t(n) = Call

p [n'al,a,0] neLpe — p[a,n+1@Lpc; 0] n'@(L1VLpc)

t(n) = Ret
p [n’@Ly;o]l naeLye — plo] n'ely




output
p1 [o1] per = p2 [o2] peo
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t(n) = Sub
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t(n) = Output

nhext state




output

i [o1] per = pe [o2] pes

L

memory stack  pc )= m next state

t(n) = Sub

L lmieLi, ng@ls, 0] neLpe  —
p [(n1 — ne2) L1VL2§, o] n+leLpc

—

t(n) = Bnzk n' = n+((m =0)?1: k)
i [malLy, o] neLye = p o] n’a(L1VLy.)

t(n) = Output
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Non-interference

® We design the abstract machine so that it is easy
to prove a non-interference property

® Roughly: “high” inputs cannot affect “low” outputs.

® |f two executions of a program start with same “low”
data, the “low” parts of output traces will be the same

pointwise equality
\V/ObS, cropping to shortest trace

: . (termination insensitive)
(P,1n) ~ops (P,1n’)

same instructions, but . = [~ T/
(P7 Zn) U’Obs 1

different starting secrets
(unknown to observer) (P) Z’fl/) Jobs T

standard assumptions: attacker cannot
distinguish successful termination, failing with an
error, and unproductive infinite loop 5
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Symbolic IFC Rule Machine

® Alternative presentation of abstract machine

® Same machine states

® Same step relation

® |FC side conditions factored out into a
separate, explicit rule table

_ Rule table
Quasi-Abstract

IFC Machine

_________________________________




L(n) = Sub FRr (LPCa L, L‘Z, -) “sub L'rpc, L,

-

p [nmiaLi,ni@aLa, 0] naLy. —
g [(ma — ng)eLy, 0] (n+1)@Lrpc

L(n) — Output I_'R (ch, Ll, -3 ...) '\’)output Lrpc, Lr

p [maly,o] naLy. R i [o] (n+1)@Lype

L('n) = Pushm FrR (ch, -y =y _) ~*push Lrpc, L,

(0] naLpe — p [maLr, o] (n+1)@Lrpc

t(n) = Load u(p) = mals
Fr (ch, Ll, L2, -) ~*load Lrpc, L,

p [peLi,o] naLye — p[maLy,o] (n+1)@Lype

t(n) = Store u(p) = kalLs
Fr (ch, Ll’ L2, L3’) ~store Lrpc, L,
p(p) ¢ maLr = p

p [paLy,maLy, 0] naLye — p' [0] (n+1)@Lype

L(n) — Jump |_'R, (ch, Ll, —y _) Mjump Lrpc, -

IL [n,@Ll,a] n@ch —1;) I.l« [0] n’@Lrpc

t(n) = Bnzk n=n+(m=0)?1:k
Fr (ch, Ly -) ~““bnz Lrpc, -

p [maLi, 0] neLye — p[o] n’@Lype
L(n) = Call "'R. (ch, Ll, - _) 2 eall L,-pc, L,-

p [n'eL1, a,0] neLyc. — pa,(n+1)eLr;0] n’@Lrpc
L(n) - Ret '_’R, (ch, Ll, -y _) N ret Lrpc, -




to obtain result tass...
and opcode... : 5

for tags... o

consult rule table..." — oA\ wio = i\

t(n) =Sub FR A Lipes Lty Loy Y ~Faub Lirpey L

T

p [meli,nials, 0] naLy —
u [(n1 —ng)eL,, o] (n+1)@Lpc




to obtain result tass...
and opcode... : 5

for tags... N\

consult rule table...” = esd\ o = mar™\

L(n) — Sub '_R (L L1 Lz, _) ~~~*sub Lrpc, Lr

u [n @nl | nd —

u [(n1 —ng)el,, o] (n+1)@L,pc




to obtain result tass...
and opcode... : 5

for tags... N\

consult rule table...” = esd\ o = mar™\

L(n) — Sub '_R (ch, L1, Lz, _) ~~~*sub Lrpc, Lr

v} [nl@Ll, n1@L2, O':

na —
p [(m = n2) €T (n+ )z




|FC Rule Table

TR -

opcode |allow Erpc er

sub TRUE LABpc LAB7 Ll LAB»

output | TRUE LAB . LAB; L LAB,.

push TRUE LAB,. BOT

load TRUE LAByc LAB1 Ul LAB»

store LAB;LILAB,. L LAB3 LABpc LAB; U LABo LI LAByc
jump |TRUE LAB; ULAB,: _-

bnz TRUE LAB; ULAB,: -

call  |TRUE LAB; LULABy. LAByc

ret TRUE LAB1 _



|FC Rule Table

is this operation allowed?
new pc label

R- |

v

label for result

opcode |allow Erpc er

sub TRUE LABpc LAB7 Ll LAB»

output | TRUE LAByc LAB; Ll LAB,.

push TRUE LAB,. BOT

load TRUE LAByc LAB1 LI LABo

store |LAB;LILAB,. L LAB3 LAB, LAB; U LABo LI LAByc
jump |TRUE LAB; ULAB,: _-

bnz TRUE LAB; ULAB,: -

call |TRUE LAB; LILABy:, LABy.

ret TRUE LAB1 _
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|FC Rule Table

is this operation allowed?

new pc label
label for result

v

opcode e

-

output LAB; LLLAB)c

push BOT

load :

store AB,LILAB,. L LA c label . .result label is

jump |TRUE | P join of arg labels
subtraction is unchanged

is always allowed LAB;

19
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Concrete machine

Instruction memory (user)

LT T T T T T ]

Machine state

Program counter

[

Data memory (user)

1T T T T T°1

Instruction memory (kernel)

LT T T T T T ]

Privilege bit

u

Rule cache (= kernel data memory)

T T T 1T T71
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Concrete machine

Instruction memory (user) Instruction memory (kernel)

L T 1T ™ ™ ™ L . . .

Machine state

concrete atom:

Program counte Privilege bit
[ N P O
Data memory (u 1el data memory)
I - N N -

Integer integer

21



Concrete machine

Instruction memory (user) Instruction memory (kernel)
(single-line)

Rule cache:

PC tag OIO1 tag Op2 tag op3 tag new PC tag result tag

Inputs Outputs

21



User mode
(cache hit)

t(n) = Sub

= [S9B] Toe [T [Ta [ [ Tepe o)
u & g [moTi, nzaT2,0] noTy. I
u K p [(m — n2)aTy, o] n+laT, e

t(n) = Output
= |output | Tpe [Ti || || Trpe | Tr |

U K 4 [meTy, 0] neT,, oo
UK p [e] n+16T,
¢(n) = Pushm
K = [push [ Tpe [-[[-[[Trpe]T-]
u K p o] neTpe = u k u [maT,, 0] n4laTrp.
¢(n) = Load
u(p) = maT;

x = [103d [ Tpe [Ty [ T2 [ [[Trpe [T/ ]

uKp [peTy,o] neTye —
u Kk g [maT,, o] néleT,

«(n) = Store u(p) = kaTs

R= [m[rpc [TI [T? ITS [[Trpc ]rr l
u(p) « (maT,) = p’
u K u [peTi, meTz,0] neTy RN
ux [o] n+laT, .

t(n) = Jump

& =jump [ Tpe | Ti || |[Trpe ||
u K u [n'eTy, o] neT,e =
uKp [o] n'eTrpe

t(n) = Bnzk

K= bnz|T,|T) '|'!ITEEI‘|
n=n+(m=0):

u k p [maTy, 0] naT,e
uKp [e] n"aTrpe

¢(n) = Gall
k=[Gl Tpc [T1 [- [N Trpe [ Tr ]

UK p [n'aTy,a,0] naT, —
u x u la,(n+1eT,,u);o] n'eTrpe

¢(n) = Ret
u & 4 [(n'eTi,u);0] neTy,e —
uKp [o] n"aT,p.

User-to-kernel mode

(cache miss)

¢(n) = Sub
Ko # |Sub|Tpe [Ty [ T2 | .| = &y
u [Ki, 80| p [n10T1, nyaTz2, 0] noTp —

k [%5,%] p [(neTpe,u); maT, maTz, 0] 0aT.

t(n) = Output
Ki # |output | Tpe [To ||| =5y

u in,-,x,] n [maTy, o] neT,, =
k (k5,5 pu [(neTpe,u); maT;, o] OoT.

t(n) = Pushm
wi # [push [ Tpe || .|| = K;

u [Ki, Ko] pt [o] nOTpe = kK5, %] p [(n6Tpe, u); o] OaT.

t(n) = Load
u(p) = maT,
K # Tpe [ Th | T2|-|= K5
u [k, Ko) p [paT;, 0] naTy —

k [K)'v"-] M [(""Tpc'u);Po'rho] OaT.

¢(n) = Store u(p) = kaTs
K # [store [ Tpe [T [ T2 [ T3] = &

u [mi, m0) p [poTi, moTz, 0] noTy. —
k [8j,x] p [(naTpe,u); paTi, maTz, o] OaT.

¢(n) = Jump
ki # [Jump [ Tpe [Ty ||| = Ky
u [Ki ko] p [n'aTy, 0] neT,. =

k [x5,x] p [(naTpe,u); n'aT1, o] 0aT.

t(n) = Bnzk
i # (b2 |Tpe |Ti || |= 5y
u (ki ko) p [maT;, 0] naTp. =
k [xj,x] p [(neT,,u); maT;, o] OaT.
t(n) = Call
LY #]call[T,clTl |-|-|= Ky
u [xi, ko] p [n’aTy, a,0] naT,. —
k [kj,x] p [(naTye,u);n'aTy, a,0] OaT.
¢(n) = Ret
xi # (7ot [Toe [T [ ] = 5,

u (ki8] 1 [(n’'aTy, w); 0] naT,. Y
k [s5,5] p [(naTye,u); (n'aTy,x);0] OoT.

Kernel mode

&(n) = Sub

kxp [moe,me.,o| no R
k & p [(nm1 = m2)eT 0| nilaT.

¢(n) = Pushm
k& plo] na. = kk u [maT,, o] n+laT.
é(n) = Load x(p) = maT,
kx p [po., o] ne. 5 k x pu [maT,,o] ntlaT

&(n) = Store storex p (maT;) = &’
k x u [pa.,maT;, 0] na. = k&' g o] n+leT.
&(n) = Jump
k& u[no,ol no. = kx ulo] noT.
¢(n) = Bnzk n=n+(m=0)1:k
k ki [ma., o] na. = kx pulo] n'aT.

é(n) = Call
kxpn'e,a,0] na. = kx ula,(n+laT, k);o] n'aT.
¢(n) = Ret

k& u[(n'aTy,7);0l na. = = & u lo] n'eT,
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User mode
(cache hit)

t(n) =
x—[sub r,,c[r, T2 ] [[Tepe |77

u & g [moTy, nzeTz,0] noTy.

privilege bit

mOT

u Kk u [malipyo) naTy,
uKpu [e] n+1aT,

t(n) = Pushim
k= pushiTp.|_|-|-

u Kt [0] nOTolS u k p [maTr, 0] nt+laTem

| -7  R—

ce
1 K1 U1 [0‘1] pCy — T2 K2

K=,jgp Tpc Ti|-|- rﬂc -

u & 8 [n'aTy, 0] neT,.| 5
u K/ [o] n'aT/ps
t(n) = Bnzk

nEnt(m=0):k

y gk Ol‘y

u(n)= Gl

uKp [(n oT; u) o] rm‘l‘,,L L*
UK p [0] n cTrp«

User-to-kernel mode
(cache miss)

¢(n) = Sub
% #[SUbITﬂTﬁTQ[. = Ky
u [Ki, ko] p [ny 0Ty, n10T2,0] noTp —

k [k5,%.] p [(neTpe,u); maTy, maTz, 0] 0aT.
t(n) = Output
Ky # [output [ Tpe [T [ -] - | =&

m [maT;, o] neT,, =
i [(neTye,u); maTy, o] OoT.

u (ki K,
k l")

t(n) = Pushm o
s # [push|Tpe] T[] =
u [Ki, Ko] pt [0] noTpe —+ k [k5, %] pt [(n6Tpe, u); 0] OaT.

4(n) = Jump
& # ome | T T = &,
TRCIN [n"aTy, o) naT,. =
k [%5,§.] # [((naTpe,u);n"aT1, o] 0aT.
hC..
i # (bnz Ty [Ta|.|.|=

| == L

u [Ki,Ko) 1 [maT;, 0] naTp —
k [x;j,x] p [(neT,,u); maT;, o] OaT,

stack “isterro-.

u [x.,rco] I [n oT, a, a] naT,. —
k [k,x] p [(nnT,,c,u);n'oT;,a,a] OaT.
¢n)=Ret
wi #ret [ Tpe [Ti ][] = &,
u ki Ko] p [(n’aTy, 7); 0] naTy —
k [s5,5] p [(naTye,u); (n'aTy, x); o] OaT.

Kernel mode

&(n) = Sub

kxp [me,me., o] ne I
k & g [(n1 = m2)eT 0| ntlaT.

¢(n) = Pushm

k& ulo]l na. = kx pu [maT o] n+laT.
@é(n) = Load k(p) = maT,
kx p[po.,o] ne. 5 kxp[maT;, o] n+laT

&(n) = Store store s p (maTy) = x’

k x u [pa.,maT;, o] na. = k&' g o] n+leT.
din) = lumno

p2 |o2] pe,

22
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u [xi, ko] p [n’aTy, a,0] naT,. —
k [kj,x] p [(naTye,u);n'aTy, a,0] OaT.
¢(n) = Ret
xi # (7ot [Toe [T [ ] = 5,

u (ki8] 1 [(n’'aTy, w); 0] naT,. Y
k [s5,5] p [(naTye,u); (n'aTy,x);0] OoT.

Kernel mode

&(n) = Sub

kxp [moe,me.,o| no R
k & p [(nm1 = m2)eT 0| nilaT.

¢(n) = Pushm
k& plo] na. = kk u [maT,, o] n+laT.
é(n) = Load x(p) = maT,
kx p [po., o] ne. 5 k x pu [maT,,o] ntlaT

&(n) = Store storex p (maT;) = &’
k x u [pa.,maT;, 0] na. = k&' g o] n+leT.
&(n) = Jump
k& u[no,ol no. = kx ulo] noT.
¢(n) = Bnzk n=n+(m=0)1:k
k ki [ma., o] na. = kx pulo] n'aT.

é(n) = Call
kxpn'e,a,0] na. = kx ula,(n+laT, k);o] n'aT.
¢(n) = Ret

k& u[(n'aTy,7);0l na. = = & u lo] n'eT,
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user mode
(cache hit)
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kernel mode

the new

cache is set
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User mode User-to-kernel mode Kernel mode
(cache hit) (cache miss)

t(n) = Sub ¢(n) = Sub &(n) = Sub
K =[sub Tp [Ty [Ta| || THONT- | K % [SUb| Tpe [ T1 [T2] -] = & -
7 - kxp [mo,meo,o] no. —»
u & g [moTy, nzaTz, 0] naTy. u [Ki, ko] p [n1oTy, naT2,0] noeTpe — k & p [(m — m2)eT., o] n+laT.
u K [(n: — n2)aTr, 0] nt+leTr. k [x5,5] p [(neTpe,u); maTy, niaT2,0] OaT.
5(n) = Push
n) = Outp_utr A _ t(n) = Output QSR) bt
x = [output | Tpo [T1 || .|| Trpe [T ] Ky # [output [Tpe [T2 [-1-] = &; k& ulo] no. = kk pu[maT o] n+laT.
u Kk p [maTy, 0] naTy, L u ’x,,xo} m [maT;, o] neT,, = ¢(n) = Load x(p) = maT,
usu [o] n+16T e k k.l u [(neT..u): maT:. ol OaT P S —— B S S —

“ t(n) = Sub
v = SUb Tpc T]_ T2 — T'r'pc T'r'

T

u Kk pu [n1@Ty, n2@Ta, 0] naTpe —
u kK i [(n1—n2)aT,, ol n+1aT,pe

(Fbnz [ Tpe (Ti | | 1= 5y
u k pu [maTy, 0] neT,. — Ki # (bnz | Tpe [ Ti[.[. =K

uK o] n'aT, u [Ki,Ko) 1 [maT;, 0] naTp —
£ o} ~ k [x;j,x] p [(neT,,u); maT;, o] OaT,
t(n) = Gall

k=@l [Tpc [Ty | |- Trpe|Tr] t(n) = Ca!l | |
UK U [n'aTy, a,0] naT,. — K # [ Call [ Tpe TtlL = -
u k u la,(n+l1eT,,u);0] n'aT,pe u [k, Ko p [""'Tlv“v"] naT,. —
k [kj,x] p [(naTpe,u);n'aTy,a,0] OaT.
in) = Ret
x=[ret[Tpe [Ty [ [][Trpe].] Yn) = Ret

u K p [(n'eTi,u);0] neTy,e — i # [ret|Tpe [Ti ][] = Kj
uKp [o] n'aT pe u (ki ko] p [(n'aTy,7);0
k [k5,5] p [(naTye,u);(n'aTy, x);e

naT,. AN
OaT.




User mode
(cache hit)

23



User mode User-to-kernel mode Kernel mode
(cache hit) (cache miss)

t(n) =

¢(n) = Sub n) = Sub
= [S9B[Tpe [T [Ta ] [[Tepe[T2] x # ST IR = x; #e) :
= - kxp [moe,me., o] no. -
u & g [moTy, nzeTz,0] noTy. - u [Ki, ko] 1 [ny W1, n10T2,0) noTH — k & p [(m — n2)aT.,0] n+laT.
u Kk g [(m — n2)aTr, 0] ntleTr. k [x5,x] p [(neTpe,u); n 1, n1aT2, 0] OaT.
5(n) = Push
4(s) = Output o «(n) = Output pLn] = Chee
= [output [ Tpe [T |- -[[ Trpe | Tr | x; # [output [ Tpe TR 1] = &; k& ulo] no. = kxpu[maT o] nt+laT.
u K p [meTy,0] naTy, =00 u [Kikal 1 [MAT1. 0] neTo. = ¢(n) =Lload  x(p) = maT,

t(n) = Sub
Iﬁ)i# sub Tpc T1 1T | _ = Kj

050 [nl@Tl,ng@Tz, | naTpe —
- u [(naTpe,u); n1@Ty, np@Te, o

A O

" Pt u (KK, p n'aTy, o] naTy. —
i ZR Lo k [IIC,,K_; g [(naTpe, u);[n'o‘l‘:,a} Oo‘l‘_p(
t(n) = Bnzk
=|bnz|[Tpe [T1|-|- || Trpe ] -]
b =[n'::(]mF£0;'.!lI:kH e ¢n) =Bnzk ;-
u k pu [maTy, o] neT,. — , ’;' e M‘:—‘L& _] - e
' u (ki ko) @ maT;, o] no
s o} = Wrpe k [x;,x] p [(neT,,u); mc‘l‘:,o] Oo‘l‘_ﬂ
«n) i%a“ T t(n) = Gall
x=[ca Ir,.c’[n]-l-],rm[rr] : e # [GITT=TRT T = &
UK p [n'aTy, a,0] neT,. — ; -
ux g la,(n+leT,u);0] n'aTrpe u (ki ko] p [n’aTy, a,0] naT, —
k [k5,x] p [(naTye,u);n’aTy, a,0] OaT.
¢(n) = Ret (n) o
k=(ret|Tpe [Ty |.|.[[Trpe].] A
Somlal aalels ARGl []=r
uKp [o] n’aT pe u (ki Ko| p [(n'aTy, ); 0] naT,. —
k [k5,5] p [(naTye,u); (n'aTy, x); o] 0aT.
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User-to-kernel mode
(cache miss)

t(n) = Sub
U [Ki, Kol [n1@T1, ne@Ts, 0] naTye —
k [kj,k.] p [(n@Tpe,u); n1@Ti, ne@Ts, 0| OaT.
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User mode User-to-kernel mode Kernel mode
(cache hit) (cache miss)

t(n) = Sub ¢(n) = Sub &(n) = Sub
=[BT [T [T o) (Wb [T T[T ) = wy T 7 T P
r 1., ma., -
unN i [moTl.ﬂz"TloU] noTP': - u [KuKo] " [moTl.moTz.a] noT,x- L) k KU [(nl - m)o'r.'a n+lo'l‘_
u & g [(n: — n2)aTr, 0] ntleTre k [x5,%.] p [(neTpe,u); maT, n1aT2,0] OaT.
' = Push
Yn)=Output iRy Oukpat ply) " e
% = [output [ Tpe [Ts || [[ Trpe [T | ki # [output [T [Ti [ -] -] = &y k& plo] no. = kkpu[maT, o] ntlaT.
u k u [maTy, o] naTy, LN u &K,,Ko n [maT,, g pc — é(n) = Load x(p) = maT,
UK u [e]l n+16T, e k kil u [(naT...u): maT,. 3 0aT P VT T e S, W p—

¢(n) = Sub

: T

k Kk p  |ma_, nea_, o] na_ o
kK kK

(n1 — n2)aT_, o] n+laT

"l=lbnl(lTpci';a‘!l-].‘.!lTrpc[-] ¢(n) = Bnzk

n —n+[ mT— ] .T - ki # bz [Tpc [ Ti [-[ -] = &

u &k p [maTy, o] ne .

s z l[¢7] ﬂ'o{:m u [k, ko) g [maT,, 0] naT,. —
k [xj,x] p [(neTp,u); maTy, 0] OaT.

¢(n) = Call - - (n) = Cal
K=l |Tpc|T1|-|-[|Trpe|Tr t(n) = Ca '
uKp [n'aTy,a,0] naT,. = = #[call]‘l‘,c[‘l‘t]-]-1= g -
ux g la,(n+leT,u);0] n'aTrpe u [, ko] p [n'aTy, a,0] naT,. —
k [xj,x] p [(naTpe,u);n’aTy, a,0] OaT.
¢(n) = Ret (n) = Ret
k=(ret|Tpe [Ty|.|.[[Trpe].] AL
u K p [(n'eTy,u);0] neT,. =  mi#|ret|Tp [T ;[;Jf;ﬁ_-r
uKp [o] n'aT, e U (ki Ko| H [(n'aTy, 7); 0] naT,c —
k [s5,5] p [(naTye,u); (n'aTy, x); o] OaT.
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Kernel mode

¢(n) = Sub

k Kk p  |ma_, nea_, o] na_ —
k & p [(n1 — n2)aT_, o] nt+leT.

25



Fault handler
Concrete et Rl

Machine 7

opcode |allow erpe er I F C K Ul E
sub TRUE LABj. LAB; U LAB2

output | TRUE LABy. LAB; L LABy.

push |TRUE LAB. BOT 77‘\ RLE_
load TRUE LABpc LAB, Ul LAB2

store |LABjLLABp. C LAB3 LAB;. LAB; U LABz U LABp.

jump |TRUE LAB; ULAB.

bnz  |TRUE LAB; ULAB,. ..
call  |TRUE LAB; LULABy. LAB,.
ret  |TRUE LAB; -

HANDLE R




Handler Generation

27
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Handler Generation

® |FC rule table entries form a small DSL for computing
labels and booleans

® parameterized over lattice 1, and C

® The handler is constructed by compiling the DSL into
concrete machine instructions

® Need to encode abstract label lattice into integer tags
Tag: Label—Int Lab:Int—Label

genBot, genjoin, genFlows : code sequence computing on integers

® We use structured code generators to simplify
verification

27



genFaultHandler R = genComputeResults R ++
genStoreResults ++
genlf [Ret| [Push (-1); Jump]

genComputeResults R =
genlndexedCases genMatchOp (genApplyRule o Ruler ) opcodes

genMatchOp op = M h d
[Push op] ++ genLoadFrom addrOpLabel ++ genEqual atc O PCO e
genEqual = [Sub] ++ genNot
genApplyRule (allow, erpe, er) = genBool allow ++
genlf (genSome (genELab ey ++ genELab e;.)) genNone

Compute results of rule

genELab BOT
LAB;
LEy U LE>y

genBot
genLoadFrom addrTag;
genELab LFEy ++ genELab LFE; ++ genJoin

genBool TRUE
LE, C LE>

genTrue
genElLab LEy ++ genElLab LE; ++ genFlows

genStoreResults = " A
genlf (genStoreAt addrTag,. ++ genStoreAt addrTag,.,,. ++ genTrue) ™%

Update the cache

genFalse
genFalse = [Push 0]
genTrue = [Push1]
genAnd = genlf [] (genPop ++ genFalse)
genOr = genlf (genPop ++ genTrue) |]
genNot = genlf genFalse genTrue
genlmpl = genNot ++ genOr
genSomec = c¢++ genTrue
genNone = genFalse

genlndexedCases genDefault genGuard genBody = g
where g nil = genDefault
g (n::ns) = genGuard n 4+ genlf (genBody n) (g ns)

genlf t f = genSkiplf (length f') 4+ f/ 4+t
where f' = f 4++ genSkip(length t)

genSkip n = genTrue ++ genSkiplf n

genSkiplf n = [Bnz(n+1)]

genStoreAt p = [Push p; Store]

genLoadFromp = [Push p; Load]

genPop = [Bnzl]

opcodes = add :: output :: ... :: ret :: nil 28



genFaultHandler R = genComputeResults R ++
genStoreResults ++
genlf [Ret| [Push (-1); Jump]

genComputeResults R =
genlndexedCases genMatchOp (genApplyRule o Ruler ) opcodes

genELab BOT
LAB;
LE{ U LE>

genBot
genLoadFrom addrTag;
genELab LE> ++ genELab LE7 ++ genJoin

genBool TRUE
LE{ T LEs

gen True
genELab LFE> ++ genELab LFE; ++ genFlows

genFalse

genFalse = [Push 0]

genTrue = [Push1]

genAnd = genlf [] (genPop ++ genFalse)
genOr = genlf (genPop ++ genTrue) |]
genNot = genlf genFalse genTrue
genlmpl = genNot ++ genOr

genSomec = c¢++ genTrue

genNone = genFalse

genlndexedCases genDefault genGuard genBody = g
where g nil = genDefault
g (n::ns) = genGuard n 4+ genlf (genBody n) (g ns)

genlf t f = genSkiplf (length f') 4+ f/ 4+t
where f' = f 4++ genSkip(length t)

genSkip n = genTrue ++ genSkiplf n

genSkiplf n = [Bnz(n+1)]

genStoreAt p = [Push p; Store]

genLoadFromp = [Push p; Load]

genPop = [Bnzl]

opcodes = add :: output :: ... :: ret :: nil 28



genFaultHandler R = genComputeResults R ++
genStoreResults ++
genlf [Ret| [Push (-1); Jump]

genComputeResults R =
genlndexedCases genMatchOp (genApplyRule o Rulez ) opcodes

genMatchOp op = M h d
[Push op] ++ genLoadFrom addrOpLabel ++ genEqual atc O PCO e
genEqual = [Sub] ++ genNot
genApplyRule (allow, erpe, er) = genBool allow ++
genlf (genSome (genELab ey ++ genELab e;.)) genNone

Compute results of rule

genELab BOT = genBot
LAB; = genlLoadFrom addrTag;
LFE, U LEy = genElLab LE> ++ genELab LFE; ++ genJoin

genBool TRUE
LE, C LE>

genTrue
genElLab LEy ++ genElLab LE; ++ genFlows

genStoreResults = S
genlf (genStoreAt addrTag,. ++ genStoreAt addrTag,.,,. ++ genTrue) ™%

Update the cache

genFalse
genFalse = [Push 0]
genTrue = [Push1]
genAnd = genlf [] (genPop ++ genFalse)

genlf t f = genSkiplf (length ') ++ f' ++ ¢
where f' = f ++ genSkip(length t)
genSkip n = genTrue ++ genSkiplf n
genSkiplf n = [Bnz (n+1)]

[Push p; Load]
[Bnz 1]

genLoadFrom p
genPop

28
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genFaultHandler R = genComputeResults R ++
genStoreResults ++
genlf [Ret| [Push (-1); Jump]

genComputeResults R =
genlndexedCases genMatchOp (genApplyRule o Ruler ) opcodes

genMatchOp op = M h d
[Push op] ++ genLoadFrom addrOpLabel ++ genEqual atc O PCO e
genEqual = [Sub] ++ genNot
genApplyRule (allow, erpe, er) = genBool allow ++
genlf (genSome (genELab ey ++ genELab e;.)) genNone

Compute results of rule

genELab BOT
LAB;
LEy U LE>y

genBot
genLoadFrom addrTag;
genELab LFEy ++ genELab LFE; ++ genJoin

genBool TRUE
LE, C LE>

genTrue
genElLab LEy ++ genElLab LE; ++ genFlows

genStoreResults = " A
genlf (genStoreAt addrTag,. ++ genStoreAt addrTag,.,,. ++ genTrue) ™%

Update the cache

genFalse
genFalse = [Push 0]
genTrue = [Push1]
genAnd = genlf [] (genPop ++ genFalse)
genOr = genlf (genPop ++ genTrue) |]
genNot = genlf genFalse genTrue
genlmpl = genNot ++ genOr
genSomec = c¢++ genTrue
genNone = genFalse

genlndexedCases genDefault genGuard genBody = g
where g nil = genDefault
g (n::ns) = genGuard n 4+ genlf (genBody n) (g ns)

genlf t f = genSkiplf (length f') 4+ f/ 4+t
where f' = f 4++ genSkip(length t)

genSkip n = genTrue ++ genSkiplf n

genSkiplf n = [Bnz(n+1)]

genStoreAt p = [Push p; Store]

genLoadFromp = [Push p; Load]

genPop = [Bnzl]

opcodes = add :: output :: ... :: ret :: nil 28



Handler Correctness

Lemma 7.1 (Fault handler correctness, allowed case). Suppose
that F (ch, 2 : 62, 63) 2 opcode Lr,npc, L, and

k; = | opcode | Tag(Lyc) | Tag(€1) | Tag(l2) | Tag(¥s) | .

Then ¢ = (k [Ki, ko] p [(pc,u);o] 0@T_) —
(u [Ki, ko] p [o] pc)
with output cache s, = | Tag(Lpc) | Tag(L:) |.

and similarly for disallowed case

29



Correctness proof

® Based on custom Hoare logic

{P}c{Q}=
c:gbgn),...,gb(n’—1)/\P(/€,J):>

Ak’ o', QK
A

30
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1k’ o', Q(k',0")
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Aot (kkplo] naT ) = (k&' pulo’] n'aT )
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Correctness proof

® Based on custom Hoare logic

(Pye{Qys
c=¢n),...,o(n —1) A\ P(k,0) =
1k’ o', Q(k',0")
Aot (kkplo] naT ) = (k&' pulo’] n'aT )

® Only apply to self-contained code that “falls off end”

® Usual composition law holds

® We use different form of triple to describe “escaping” code

® |mply total correctness, because deterministic

30



Proof style

® Triples for each instruction, each generator, e.g.

P(KL,O’) ::3n1T1 TLQTQO',. O:nl@Tl,ng@TQ,O,

A Q(k, ((n1+n2)eT ,o'))

1P} [Add] 1@}

31
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1P} [Add] 1@}
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Proof style

® Triples for each instruction, each generator, e.g.

P(I{,O') ::3n1T1 TLQTQO',. O:nl@Tl,ng@Tz,O,

A Q(k, ((m+n2)aT_,0'))
1P} [Add] {Q}
P(k,0):=3dnTo'.0c =naeT,0’ AN(n#0— Pi(k,0"))
A(n=0= Pa(k,0"))
P a{@Q@ {2} c{Q;
{P} genlf C1 C2 {Q}

® Triples for concrete lattice operations (genBot, genjoin, genFlows)
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Proof style

® Triples for each instruction, each generator, e.g.

P(I{,O') ::Hanl nQTQOJ. O:nl@Tl,ng@Tz,O,

A Q(k, (mitnz)aT ,0'))
1P} [Add] { @}
P(k,0):=3dnTo'.0c =naT,o’ AN (n# 0= Pi(k,0"))

A(n=0= Pa(k,0"))
{1} a{@Qt {P} ei{d]
{P} genlf C1 Co {Q}

® Triples for concrete lattice operations (genBot, genjoin, genFlows)

® WP style helps automate proofs (straight-line code)



Non-interference
for concrete
machine

® Running this particular fault handler

® Jogether with arbitrary user code




Abstract
IFC Machine

Rule table
Symbolic IFC [ :

Rule Machine F | NIFC rule table

______________________________

Concrete Rule cache ' = Age——

Machine

IFC fault
handler
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Abstract
IFC Machine

Symbolic |FC
Rule Machine

Rule table

satisfies

K noninterference

preserved by

refines

Concrete
Machine

Fault handler

correctly

compiled from refines

IFC fault
handler

\ satisfies

noninterference
33
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Points to note

® Refinement framework very useful for reasoning
® start with concrete object

® propose abstracted version

® incorporate convenient structure and annotations

® prove refinement
® prove interesting property of abstract object

e automatically follows for concrete object

® Need a generic notion of noninterference that makes
sense for all machines

® Includes a notion of abstracting concrete tags (and associated
memory states) into labels

34
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Conclusion

Not presented here : richer |IFC tag model
® Sets of statically known principals

® Memory allocation, and tags are pointers to data
structures dynamically allocated in kernel memory

More uses for tags

® SAFE architecture is quite generic
® (Can be used to implement a range of IFC label models just by
varying the rule table [Montagu CSF ’13]

® Other potential uses

® access control (clearance), memory protection, linearity,
dynamic typing 35



Instruction memory (user)
o1 1 1 I 1 11

Machine state

Instruction memory (kernel)

( )
Program counter Stack D Privilege bit
]

Data memory (user) | Rule cache (= kernel data memory)

1 1 1 1 1 1 ] | [ ]| 1 1 1 1 1 1 ]

\_ .

Output

[Authority | [ PC ]

Register
File

|-Store

Thank you

security
violation

Memory

Tags

new PC tag

.

Combine result tag E

Questions??

opcode | allow Crpe €y
sub TRUE LABy. LAB; Ll LAB,
output | TRUE LAB. LAB; U LABj
push |TRUE LAB,. BOT
load TRUE LAB. LAB; U LAB.
store |LAB)ULABy. C LAB3 LABp. LAB; U LAB2 U LABp.
jump |TRUE LAB; ULAB,. _
bnz TRUE LAB; ULAB,. ..
call |TRUE LAB; ULAB,. LABj.
ret TRUE LAB, .
®
t(n) = Sub
I [mol,molz, o] noly,e —

p [(ny = mp)a(LVEz), 0| n+laly.

¢(n) = Output
mOL, \’Lpr
—_—

i [moly, o] noly. i o] n+loly.
t(n) = Pushm
p [o] neLye = p[mol,o] n+lal,.

¢(n) = Load u(p) = mal,

i [paly, 0] naLly. — p[molVLz,0) n+laLy.

t(n) = Store u(p) = kols IhwWLy. < I3
u(p) & (moLiVLVLy) = u'

u [paly,mals,0] naLy. — p' [o] n+laly.
t(n) = Jump
unoly, o) noLly. = plo] na(LiVLg:)



