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Abstract. In this paper, we look at Web data that comes from multiple
sources, as in the Web 2.0. We argue that Web data is more than just
its content. Rather, a piece of Web data carries along different facets,
such the transformations that data underwent, the different perspectives
that users have on the content, and the context in which a statement is
made. We put forward the idea that provenance, i.e. the tracing of where
data comes from, can help us model these phenomena. We study how far
existing approaches address the issue of provenance for Web data, and
identify gaps and open problems.

1 Introduction

With the arrival of the Web 2.0, virtually everyone can publish and disseminate
data on the Web. This phenomenon contributes to the richness and diversity of
content on the Web. At the same time, it gives Web data dimensions that go
beyond its pure content: Every piece of information carries a history of where it
was first produced, by whom it was first produced, and in which context it was
first stated. In this article, we shed light on these attributes of Web data, and
we make first steps towards a formal model for these phenomena. We start by
exemplifying some of the key properties of Web data.

Data transformation. Consider a social network such as Facebook or Twitter:
users can publish their own opinions and knowledge, but they can also refer to
data posted by other users. Such references typically propagate further, through
friends of friends. This phenomenon applies also to other medias such as blogs,
emails, and collaborative resources like Wikipedia. Transformations on the Web
may be diverse and complex, and “copying” or referring to an existing piece of
data is only one example. For instance, there are many services that aggregate
different feeds into a single piece of data, e.g. Facebook notifications on the num-
ber of friends attending an event, or the number of friends “liking” a particular
fact. Any given piece of information can carry along an entire history of such
transformations.

User Perspectives. People may have different views and opinions on the same
thing (e.g. on politicians, or the quality of restaurants or hotels). Statements
made by one content provider do not necessarily coincide with statements made
by another provider. A consumer of data might prefer some providers to others.
Thus, the origin or perspective of the data is an essential meta-property of Web
data.



Data Context. The correctness of data (and the trust of users in it) may also
depend on the context in which this data was published. As a simple example, the
statement “Sarkozy is the president of France” is interpreted as true if published
in 2008, but is incorrect if published in late 2012. In this simple example, the
context of a fact is a timestamp; however, in general, it may be any metadata,
such as authorship or location, affecting the trust in facts. We observe that the
context metadata is typically not an inherent part of the fact itself. However, it
is an essential attribute of any piece of information.

The landscape becomes more intricate when transformation, perspectives,
and context are combined: authors may cite other content, and the context of
the data should capture both the original and the citing author. This requires
the management of context for propagated content.

A Proposed Tool: Provenance. We propose to model the different aspects of
pieces of information by provenance. The provenance of a piece of data is a record
of meta-information, which is attached to the piece of data, and which indicates
where the piece of data comes from. In particular, this meta-information can
record the context in which the data was created. In the setting of relational
and semi-structured databases, provenance [1-5] was shown to be an extremely
useful technique for managing both the original context of data and the ways
in which it was manipulated and transformed. We believe that provenance can
be used with similar success for Web data, but one of the main challenges here
lies in capturing context, perspectives and transformations in a mathematical
provenance model.

Applications of Provenance. A formal framework for the provenance for Web
data can have far-reaching applications. First, it can establish the authorship of
a certain piece of information. This is useful, e.g., for the protection of intellectual
property rights. Provenance can also help guarantee the privacy of information
(as shown in the context of relational databases by e.g. [1]), e.g in social networks.
Finally, provenance is essential for determining the trust in a given piece of data.

Desiderata. To realize the great potential of provenance for Web data, two
main challenges should be addressed. First, one must devise an expressive prove-
nance model. This model should account for different types of Web data (Web
2.0, social networks, weblogs, etc.), different kinds of provenance (privacy, loca-
tion, time, etc.) under different kinds of transformations (references, aggregation,
negation, etc.). Principled and generic models for provenance have proven to be
highly effective in the context of relational and semi-structured databases; we
believe they could play a similarly central role for Web data.

Second, the provenance model should be accompanied by a reasoning mech-
anism. Inspired by [6], we propose that such a mechanism should handle (at
least) the following two archetypical questions: (1) Given a provenance anno-
tation, which statements hold for it? This would allow queries such as “What
happened in 201277 or “What is the set of statements that both Alice and Bob
can access?”. (2) Given a statement, what are the provenance annotations for
which the statement holds? This would allow questions such as “How did this
statement come about?”, or “Who has sufficient credentials to see this state-



ment?”. Note that provenance annotations could be arbitrarily complex: the
answer to the question could be “Either Alice or David and Charles together”,
or “Everybody who is in Unix group X and is friends or relatives with Alice”.

2 Modeling Provenance and Context

Provenance in Databases. Several different provenance management tech-
niques have been introduced in e.g. [3-5]. A general framework for provenance
management was proposed in [1]. It uses the mathematical structure of semir-
ings to capture provenance of various kinds (including those mentioned above
[7]). The model applies to a wide range of applications, in a manner that corre-
sponds exactly to the operations of the positive relational algebra. Extensions of
the framework to XML query languages [8] and Datalog [1] have also been de-
fined. Recent work [9] has shown that if the set of available data transformations
includes an aggregate construct (a common type of Web data transformation),
then the semiring framework no longer suffices to capture all possible trans-
formations; an alternative construction based on semi-modules was proposed.
Provenance in the Semantic Web. The Semantic Web captures provenance
by Named Graphs [10]. Named Graphs equip every triple statement on the Se-
mantic Web with a 4" component, the graph identifier, which can be used for
grouping triples into sets. Newer versions of the query language SPARQL al-
low targeting triples of specific sets or asking for sets with specific properties.
The Named Graph model is very useful for the Semantic Web, but is, by it-
self, far from being a universally applicable provenance model for Web data. It
provides no sophisticated reasoning capabilities, nor any support for transfor-
mations beyond simple inclusion. The work of [11,12] devises provenance for
SPARQL queries on linked Web data, and [13] studies algebras of provenance
annotations for RDFS. However, a general model of provenance would need to
support also the data transformations that happen in social networks or in col-
laborative platforms such as Wikipedia. The work on watermarking ontologies
[14, 15] serves to prove the provenance of Semantic Web data. However, it does
not provide a model of provenance in general, let alone means to reason on it.

Provenance on the Web. A large amount of data on the Web already comes
naturally with provenance information. The content of every Web page is triv-
ially associated with its URL. Information quoted from or taken from other pages
often comes with an indication of the source. Social networks know the concept of
authorship, which translates directly into provenance in our setting. Information
that has been extracted automatically from Web pages provides another source
of provenance data. Many extraction systems [16-19] note from which source a
piece of information was extracted. In a similar spirit, automatically generated
ontologies [20,21] can often trace the source of every one of their statements.
The YAGO ontology [20], for example, has systematically attached provenance
meta-data to its triples. YAGO stores the source, the confidence of extraction,
and the extraction technique with every single one of its facts — totaling 80 mil-
lion for the entire ontology. Recently, YAGO’s facts have been annotated with a
temporal and a geo-spatial component [22], indicating when and where an event



took place. This yields hundreds of thousands of statements with attached meta
information, making it an ontology that is anchored in time and space. This
work can serve as a use-case for the model of Web data provenance.

Context and Viewpoints in Artificial Intelligence. J. McCarthy was among
the first to highlight the need for a formal treatment of context [23]. He pro-
posed [24] to annotate formulas with the context in which they hold, i.e., to use
formulas of the form ist(c, ¢), which mean that ¢ is true in the context ¢. He ar-
gued that contexts should be first-class citizens in the logic, enabling statements
about the properties of particular contexts and the relationships between them,
e.g. “If someone is the president of a country, then that person is president in
all geographic subcontexts”. McCarthy’s ideas inspired several concrete logics of
context [25-28]. An alternative framework, called multi-context systems [29, 30],
treats contexts as local theories which can be interrelated by means of bridge
rules, which specify how information can be transferred between contexts.

Epistemic logics [31,32] have long been studied as a means for representing
and reasoning about the viewpoints of different agents. Such logics augment
a standard logic, most commonly propositional logic, with a set of epistemic
operators which can be used to make complex statements about the viewpoints
of a group of agents, such as: “Alex does not know that Sue and Bob are dating,
but Mary believes that Alex knows that they are dating”. Various extensions
[33] have been proposed to capture the dynamics of knowledge and belief (e.g.
that once Bob tells Alex that he dates Sue, Alex now knows this).

Context logics and epistemic logics were not designed to handle large amounts
of data and do not offer database-style querying capabilities. Moreover, in the
case of multi-agent epistemic logics, the basic reasoning tasks are PSPACE-hard
[34], making them ill-suited for querying vast quantities of Web data.
Challenges. While the different provenance models described above have proven
useful in their respective fields, none is able to address all the desiderata for Web
data provenance. If we take the models used in databases as a starting point, we
notice that the transformations of provenance are mirrored in the operations on
the data (e.g. semiring operations correspond exactly to the operations of the
positive relational algebra). In order to extend this idea to the realm of Web
data, the following challenges must be addressed: (1) Identify a set of Web data
transformations that is expressive enough to capture common features of Web
data; (2) Design a mathematical model that captures these transformations; and
(3) Design an automated mechanism that identifies real-life transformations, and
outputs an instance of the model. The envisioned model should allow complex
inference on contexts and viewpoints, as is done in Al, and it should be semantic,
large-scale, and distributed - issues addressed in (Semantic) Web research. We
believe that a holistic approach bridging these different research areas can yield
a model for Web data provenance that is both expressive and tractable.

3 Reasoning about context

A Simple Model. To illustrate possible reasoning tasks on provenance, we
present a simple model for contexts and propagation. We define a context-



annotated database as a pair (D, A), where D is a database, and A is a mapping
from the facts of D to a positive Boolean expression over a fixed set C of context
variables. The semantics is given in terms of valuations of the context vari-
ables. Given a valuation V' of C, we denote by V(D, A) the (standard) database
which contains exactly those facts f € D such that the Boolean expression A(f)
evaluates to true under V. In addition, we allow a background theory. This is
a propositional formula (including negation) over C that captures basic rela-
tionships between contexts. Finally, the user may be interested only in certain
contexts, which may be the conjunction or disjunction of atomic contexts from
C (e.g., all facts that hold in 1990 or 2000). We thus define the notion of a viewer
context, as a positive propositional theory over C.

Data Transformations. We add a simple model for data transformations, cap-
tured by positive relational algebra transformations of the data; these correspond
to positive Boolean algebra on annotations. For example, if the same rumor is
sent to Alice by two friends Bob and Carol, then it is associated with a Boolean
expression Bob V Carol (where Bob and Carol are context variables standing
for trust in Bob and Carol respectively), expressing that it is enough for Alice
to trust one of them in order to trust the fact.

Reasoning Tasks. In Section 1, we introduced two general reasoning questions
for provenance In our toy model, the decision problems corresponding to these
questions can be formalized as follows:

Definition 1 (POSS Problem). Given an annotated database (D, A), a propo-
sitional formula F (comprising the background theory and viewer context), and

a Boolean positive relational algebra query Q, decide whether there exists a val-
uation V' of C which satisfies F' and is such that @ holds in V (D, A).

Theorem 1. POSS is PTIME if F is positive, and NP-complete in general.

Definition 2 (CERT Problem). Given an annotated database (D, A), a propo-
sitional formula F (comprising the background theory and viewer context), and
a Boolean positive relational algebra query Q, decide whether it is the case that

Q holds in V(D, A) holds for every valuation V' which satisfies F'.
Theorem 2. CERT is PTIME if F is Horn, coNP-complete in general.

Challenges. The above model is merely a toy model designed to illustrate the
concept of reasoning on provenance. When moving to more intricate data trans-
formations, notably aggregates, Boolean formulas may not be enough to rep-
resent the context [9]. Other transformations (like re-tweeting) might require
nesting of annotations, in the spirit of nested modalities from context and epis-
temic logics, and of provenance for the nested relational calculus [35]. Also, from
a usability point-of-view, it may prove more natural to express the annotations
and background theory using (a suitable fragment of) first-order logic, rather
than propositional logic. Moving to a richer logical language will likely affect the
complexity of reasoning, and it might also open up more reasoning tasks beyond
the two that we considered. Finally, there are important practical challenges in
the implementation of a reasoning engine for provenance; optimizations will be
crucial in order to ensure scalability.
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Conclusions

In this paper, we have emphasized the need for a model of provenance for Web
data and for reasoning capabilities. We have given an overview of different ap-
proaches in the areas of the Semantic Web, in the Database domain, and in
Artificial Intelligence. However, we have come to the conclusion that none of
the existing approaches addresses the problem of provenance for Web data in
its entirety. Thus, we believe that the exploration of the issues of provenance,
data transformation, and data perspectives will be a fertile ground for future
research.
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