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FACEBOOK PRIVACY SETTINGS

Privacy Settings and Tools

Who can see my stuff?

What

Who can contact me?

Edit

Use Activity Log

Limit Past Posts

Who -

Edit

Who can look me up?

Edit

Edit



Observation 1

Currently...

OSNs only allow to write
untimed static (on/off)
policies with a limited audience



FACEBOOK PRIVACY SETTINGS

Privacy Settings and Tools

Who can see my stuff?

What

Who can contact me?

Who can look me up?




Interlude...

FACEBOOK MESSENGER
PRIVACY FLAW

’ Aran Khanna
Mav . Vd )15 |

Stalking Your Friends with
Facebook Messenger



Interlude...

FACEBOOK MESSENGER
PRIVACY FLAW

“What you should keep in mind is
that the mobile app for Facebook
Messenger defaults to sending a

location with all messages.”
A. Khanna

- Tomas I VN )

“[...] the latitude and longitude coordinates
of the message locations have more than

5 decimal places of precision, making it
possible to pinpoint the sender’s location

to less than a meter.”
A. Khanna
a y . |b




Interlude...

FACEBOOK MESSENGER
PRIVACY FLAW

Marauders Map
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Interlude...

FACEBOOK'’S REACTION

Three days later....

. Aran Khanna
May 26, 2015 - 6 min read

Stalking You
Facebook M

Edit: At Facebook’s request I h g

extension. Furthermore, Facel

desktop webpage so the exten:

Facebook rescinds internship from
student who exposed app privacy flaws

Harvard student Aran Khanna lost position after he launched app called
Marauder’s Map that could pinpoint location of Facebook Messenger users




Observation 2

Trade off between
utility
(more functionality)
and

privacy



We would like...

OSNs allow to write richer
dynamic ("evolving”) recurrent
policies

and that
they are properly enforced



PRIVACY POLICIES

+ [utiépei ooy fisustis i fenver)siss Gtinmgs]
fiMsatapes pbaydaweek/month/...]



PRIVACY POLICIES

x

My superwsor cannot see my posts from 20 OO to 8 00

(| | 3 Wil 1\ VV s\ INT TN




POLICY AUTOMATA (1st approach)

event \ condition \ update

Y v v

« A Boole * An update involving any
involvir  element of the automaton
of the automaton or
the OSN

A (static) privacy policy



POLICY AUTOMATA - EXAMPLE

« Nobody can know my location more than 3 times per day

post(location) \ #location < 3 \ #location++

post(location) \ #location == 3 \

Nobody
can know

my
location

Everyone
can know

my
location

@23:59 \ \ #location =0



OTHER TIME PROPERTIES

« Nobody can know my location more than 3 times per day

For a given user, let’s say
Martin

00:00 11 12 13 23:59

« After my location is posted 3 times, nobody can post it again within 24 hours

I I I |

00:00 11 12 13 23:59
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OTHER TIME PROPERTIES

« After my location is posted 3 times, nobody can post it again within 24 hours

post(location) \ #location < 3 \ #location++

post(location) \ #location == 3 \ c.reset()

Nobody
can know

my
location

Everyone
can know

my
location

c@24:00 \ \ #location =0



IMPLEMENTATION (Prototype)

event

https://joindiaspora.com/ http://www.cs.um.edu.mt/svra/Tools/LARVA/

https://github.com/raulpardo/ppf-diaspora

* Joint work with R. Pardo, C. Colombo & G. Pace
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What are you allowed to know?

« Nobody can know my location more than 3 times per day

Martin could learn 14 later!

The disclosure of this location should not be allowed...
Will Martin get to know this location?
Not at this moment! (According to the policy)




Observation 3

Defining (and enforcing) the
right dynamic recurrent privacy
policy is not easy

(Defining policy automata over static privacy
policy languages gives more expressivity...
but it's not enough)



Real-Time Privacy Policies (2 approach)

Recurrence (hourly,
daily, weekly, yearly)

Initial “time” (date)

Restricted epistemic
(knowledge) formula
with real-time

Negation-free restricted
epistemic (knowledge)
formula with real-time

Bob cannot learn Alice location during weekends
(starting Saturday April 16, 2016 at 00:00)

- - 2016-04-16 | 2 days | 1 week
|—L goplocation( Alice) quice | 2 days | ]

* Ongoing joint work with R. Pardo & I. Kellyérova



ONGOING WORK...

« PPF: Privacy Policy Framework based on Epistemic Logic*
 Currently extending PPF with real-time (R. pardo & I. Kellyérova)

* Policy automata

 Formal definition + simple properties - assuming a static privacy
policy language (R. Pardo, C. Colombo & G. Pace)

- Runtime enforcement of policy automata
» Prototype in Diaspora* using Larva (R. Pardo, C. Colombo & G. Pace)

* R. Pardo & G. Schneider. A formal privacy policy framework for social networks. In SEFM'14, LNCS vol.8702, pp.378-392, 2014



FUTURE WORK and CHALLENGES

Combine real-time PPF with policy automata
« EXpressiveness: e.qg., geo-location privacy

Fully implement the framework (in Diaspora)
 Distributed monitors?
« Access control?

Automatic extraction of the enforcement mechanism
from the framework

. (SSeSeNms to need a full specification of all possible events from the



TAKE AWAY

Currently...

Lack of rich “"evolving” and recurrent
privacy policies in OSNs



NEED OF...

Richer mechanisms to define and enforce
“evolving and recurrent privacy policies

Runtime Monitoring of Distributed Systems
VS
Distributed Runtime Monitoring

(Privacy Policies for multi-OSNs)



QUESTIONS?



DEMO

* [ Nodeuye]] am kaow [[myrlecatod hinorepiesk tHaan 2X]
times per [48yseecehndsinth/...]



PPF

Definition 1. The tuple (SN, KBLsx, =, PPLsx . =c) is a privacy policy frame-
work (denoted by PPJF ), where

— SN is a social network model;

— KBLsyn is a knowledge-based logic;

— = s a satisfaction relation defined for KBLg)s;

— PPLsxn is a privacy policy language;

— ¢ is a conformance relation defined for PPLsy . O
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PPF

SN,u = —-p
SN, ukE=p

SN,u = —¢
SN, ulEoAY

SN,u k= K6

SN,u = R.ja,
SN,u = G'Péa
SN,u = SPla

SN,u = Scé
SN,u = Egd

SN,u = Dcé

iff —p € v(u)
iff pev(u)

iff SN, u ¢
iff SN,u|= ¢ and SN,u =

- d € KB(i) if § = K;6",where j € Ag
" 1 SN,i =6 otherwise
iff (z,7) € Aa

iff (n,j) € AqforallnedG

iff there exits n € G such that (n,j) € A,

iff there exits ¢ € G such that SN,i = Kid
iff SN,i=KdforallieG

- SN,u = Sgé" and SN,u = Sgé” if 6 =6 A"
! SN,u | Sgé otherwise

Table 1: KBLg)s satisfiability relation
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PPF

SN
SN
SN

—c 71 \ T iff SN |=0T1/\SN —C T2

=c [-v¢]s iff SN,i &= -

_. [¢ = —¢]: iff SN,i |= ¢ then SN

=c [-¢):

Table 2: PPLsps conformance relation



Timed PPF

(loc(Bob, 1), 7)
|m——— T — - (Vz.bYear(z) A bMonth(z) A bDay(z) = age(z),1)
| (bMonth(Alice),3)  (bDay(Alice),4)

(post(Bob, 1),3) I o
Vn.post(Bob,n) == loc(Bob,n),1 | Blocked
|

Alice Y
! loc(Bob,1),7

S —— —_— . ————

Charlie

Friendship

Fig. 1. Example of Timed Social Network Model
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Timed PPF

o,t
o,t
o,t
o,t

o,t =

o,t =

o,t

o,t =

o,t =

o,t

=|:](p

iff forallt’ € T,,t' > t,0,t' =

iff there exists ¢’ € T,,t" > t,such that o, t' = ¢
iff o, % 7

iff o,t Epando,t =9

iff forallv € DY, o,t = @[v/z]

iff (i,) € Co"

iff (i,5) € An)

iff there exists ¢’ € T,, ¢ < ¢, such that (p(3),t') € KBZ"

iff there exists ' € T,, ¢’ < ¢, such that (¢, ') € Cl,(KB7")

iff (p.t) € Cle(KB")

iff o,t = ESpfork=1,2,...

iff there exists ¢’ € T,, ¢’ < t, such that (p,t) € Cly(J, o KB7")

Table 1. The Satisfiability Relation for 7TXCBLs s
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Timed PPF

o k=c 61 A do iﬂ"al=c’51/\0'}=c,'52

o E=c Vz.b iff forallv € DI, o =c o[v/x]

o Ec [ﬂa]]gsl""l iff for all positive ¢ € Z such that 0 < s + er < max(T,),
o e a1

o E=c [ﬂa]]gsld] iff o[s .. s+ d|, s = O(—a)

o E=c [-a]l*! iff os .. ], s = O(—a)

o ke [¢ = —a]'*1*!"Viff for all positive ¢ € Z such that 0 < s + er < max(T,),
olc [p = —ali"* !

oclkc e = —-a]*'? iffols..s+d],s=O(p = -a)

o kc [p = —a]'*! iff o[s..],s EO(p = —a)

Table 3. The Conformance Relation for 7 PPLss



